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EviWrite evidential boundary

This publication is a public evidential analysis document. It records sources, interpretation limits, article metadata, review
history, and evidence boundaries. It does not determine liability, coverage, compliance, recoverability, or legal responsibility
in any specific incident.

Jurisdiction note

This article discusses general evidential and records-management principles relevant to business records. It references
legal, forensic, cybersecurity, and records-management materials where useful, but it is not jurisdiction-specific legal
advice.

Advice disclaimer

This article is general evidential analysis, not legal advice.

Record scope

Everyday business records, digital files, custody history, access, transfer, alteration, version control, audit trails, Al-assisted
outputs, reliance, and verification boundaries.

Proof boundary

This article records general evidential analysis and source-based commentary. It does not determine legal admissibility,
authenticity, ownership, authority, compliance, liability, or completeness in any specific matter.

EXECUTIVE BRIEF

The argument in one page

Core thesis

Chain of custody is not only for criminal evidence. Everyday business records lose value when handling,
transfer, access, alteration, or reliance cannot be explained.
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° Chain of custody is not only a criminal evidence concept. It applies whenever a record’s handling

later matters.

e A business record loses value when nobody can explain who held it, who accessed it, what

changed, when it moved, or which version was relied on.

e Storage is not custody. A file being retained somewhere is not the same as a record whose journey

can be explained.

Minimum defensible record

Object Event Handler Change history

Why it matters

Verification boundary

Serious readers do not only ask whether an event happened. They ask what record survived, when it was

created, who relied on it, what it proves, and where its limits are.
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later matters.

A business record loses value when nobody can explain who held it, who accessed it, what

changed, when it moved, or which version was relied on.

can be explained.
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FIVE LINES THAT DEFINE THE ARGUMENT

Core evidential framing

01

02

03

04

05

Chain of custody is not a courtroom luxury. It is business memory under pressure.

EviWrite - A framing line for why custody matters outside criminal evidence.

The file is not the whole story. The journey of the file is often the evidence.

EviWrite - A professional quote for legal, audit, compliance, procurement, and governance readers.

If nobody can explain who touched the record, the record starts explaining less.

EviWrite - A reader-facing warning about the risk carried by ordinary business documents.

A record does not become reliable because it is stored. It becomes reliable when its
handling can be accounted for.

EviWrite - A governance quote distinguishing storage from evidential custody.

A screenshot is often an image of the record problem, not the solution to it.

EviWrite - A practical warning against using screenshots as substitutes for structured custody evidence.

ARTICLE BODY

01

The record is weaker when its journey cannot be explained

A business file can look reliable until someone asks how it travelled.
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Who created it? Who received it? Who had access? Was this the version that was approved? Was it edited after the
meeting? Did the attachment match the document later relied on? Was the screenshot taken before or after the
system changed? Was the export complete? Did the log capture the event or merely part of it?

Most organisations are comfortable keeping documents.
Fewer are good at explaining the journey of those documents.
That is the everyday chain of custody problem.

Chain of custody is usually associated with criminal evidence, forensic labs, sealed bags, exhibits, and courtrooms.
That association is too narrow. The underlying idea is much more practical: when a record matters, its handling
matters.

A contract, invoice, approval, board paper, technical report, customer file, Al-assisted output, product claim, design
record, audit log, export, screenshot, dataset, or internal investigation note can all become evidential objects. Once
challenged, the question is not only whether the record exists. The question is whether its history can be explained.

“Chain of custody is not a courtroom luxury. It is business memory under pressure.”

A file without a custody story may still be useful. It may still be relevant. It may still support part of a timeline. But it is
weaker than it should be if nobody can explain how it was handled, transferred, accessed, altered, approved,
published, withdrawn, or relied on.

The risk is not theoretical.

It appears every time a business relies on a file whose handling history is thinner than the claim built on top of it.

02

Storage is not custody

The file is not the whole story. The journey of the file is often the evidence.

Businesses often mistake storage for evidence.

The file is in SharePoint. The attachment is in Gmail. The approval is in a workflow tool. The contract is in a
document-management system. The report is in the project folder. The ticket is in the service desk. The log is in the
SIEM. The screenshot is in a Slack thread.

That may be good operational practice.
It is not automatically a custody record.
Storage says the object is somewhere.

Custody explains what happened to it.
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The distinction matters because business systems are built for work first and evidence second. They help people
create, move, edit, approve, comment, export, and collaborate. Those activities are useful. They also create
evidential questions.

A document can be stored and still lack a reliable version history. A dashboard can show a status without explaining
the data behind it. A file can have a timestamp without showing who controlled it. A log can record access without
explaining why access mattered. An email can show transfer without proving the attachment was final, approved,
unchanged, or relied on.

A record does not become reliable because it is stored.
It becomes reliable when its handling can be accounted for.

This is where ordinary business practice creates silent evidential weakness. The organisation keeps the object but
loses the story.

03

The file is not the whole story

A business record usually becomes important because of a claim.

The claim may be that a customer approved terms. That a supplier received notice. That a design existed before a
disclosure. That a board saw a risk paper. That an employee completed a required step. That a product statement
was reviewed. That a file was not altered. That a report was generated from specified data. That an Al output was
checked before use.

In each case, the file alone may not carry the full claim.

The evidential value sits in the relationship between the record and the event. The event may be creation, transfer,
approval, access, amendment, review, publication, withdrawal, reliance, or verification.

The same file can mean different things depending on its custody history. A draft attached to an email is not the
same as an approved version in a formal register. A screenshot taken by a staff member is not the same as an
exported system record with context. A log entry viewed in isolation is not the same as a protected audit trail linked
to the relevant business object.

“The file is not the whole story. The journey of the file is often the evidence.”

This is the shift businesses need to understand. The record is not merely content. It is content plus context, status,
handling, reliance, and boundary.

Without that structure, important records become easier to attack and harder to explain.

04

Chain of custody is a business issue

Everyday business custody fails in ordinary places.
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It fails when the final contract is sent by email but the negotiated version lives elsewhere. It fails when a
spreadsheet is exported, edited locally, reuploaded, and then treated as if it had a clean system history. It fails when
a customer instruction arrives through chat, is copied into a CRM, and loses the original context. It fails when a
compliance approval is shown by screenshot rather than by a preserved workflow record.

It fails when a senior person asks for a document “quickly” and the file leaves the governed system. It fails when
someone uses a personal device to photograph a screen. It fails when a report is regenerated after the data
changed. It fails when a PDF is circulated without the source file, approval record, or version status.

None of this looks dramatic at the time.
That is why it is dangerous.

Custody weakness often appears as normal productivity. People move fast, copy files, rename documents,
compress evidence into screenshots, forward attachments, paste outputs, and assume that system history will
explain everything later.

It rarely does.
Business systems may retain fragments. The evidential problem is whether those fragments connect.

The commercial cost is simple: when custody is weak, the business spends more time explaining the record than
using the record. Disputes become slower. Audits become harder. Procurement evidence becomes thinner.
Customer claims become messier. Internal decisions become easier to challenge. The file may still exist, but its
authority has leaked away.

05

What weak records may show, and what they may not show

Weak custody does not mean a record is useless.
It means the record may show less than the organisation wants it to prove.

A saved business file may show that a document exists, but not who created it, which version was relied on, or
whether it changed. An email attachment may show transfer, but not whether the attachment was final, approved,
superseded, or later replaced. A system log may show activity, but not business meaning. A screenshot may show
an interface state, but not the underlying record. An Al-generated answer may show output, but not source basis,
review, accepted edits, or downstream reliance.

That is the custody gap.

The record may be real. The claim built on top of it may still be too broad.

06

Logs are useful, but logs are not magic
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A record does not become reliable because it is stored. It becomes reliable when its handling can
be accounted for.

Audit logs often become the organisation’s fallback answer.

The system has logs. The platform has access history. The ticketing tool records events. The document system
tracks edits. The security team can pull activity. The cloud provider has records.

Good.
But logs are not magic.

Alog is a record of events within a system. Its value depends on what was logged, how the logging was configured,
how long records were retained, whether the records were protected, whether the clock and identifiers can be
interpreted, whether the log connects to the business object, and whether the event means what the organisation
claims it means.

A login event is not the same as a review. A download is not the same as approval. An edit timestamp is not the
same as authorship. A workflow completion is not the same as informed decision-making. A system status is not the
same as independent verification.

Logs become stronger when they are managed as evidence, not merely collected as exhaust.

That means preserving context. It means protecting integrity. It means connecting log events to records and claims.
It means retaining enough information for a later reader to understand what happened.

A log without interpretation can be noise with timestamps.

07

Screenshots are where custody often collapses

Screenshots are seductive because they are easy.

They also reveal a deeper weakness. People reach for screenshots when they do not have a structured record of
the underlying event.

A screenshot may be useful supporting material. It can show what a person saw on an interface at a moment in
time. It may help explain context. It may preserve a fleeting view.

But a screenshot is not the same as a custody record.

It may omit the account, URL, timezone, version, underlying data, source system, access rights, audit history,
export method, or whether the displayed state later changed. It may be cropped. It may be renamed. It may be
moved between systems. It may be disconnected from the object it supposedly proves.

This does not make screenshots worthless.

It makes them dangerous when treated as a substitute for evidence architecture.
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A screenshot is often an image of the record problem, not the solution to it.

08

Al makes the custody problem sharper

Al-assisted work adds new custody questions to ordinary business records.

A report may include Al-generated wording. A contract summary may come from a model. A customer response
may be drafted from internal policy. A technical answer may use retrieval from a knowledge base. A board paper
may include Al-assisted analysis. A developer may use Al-generated code. A marketing claim may be shaped by a
generated output.

The custody question is no longer only who handled the file.

It is also what source material informed the output, what prompt was used, what model or tool produced the answer,
who reviewed it, what was accepted, what was edited, and where the final output was used.

An Al answer saved into a document may look like normal business content. Its custody history is not normal unless
the organisation records it.

The risk is that Al-assisted outputs enter business records as if they were ordinary authored text, while their source
basis, prompt context, and review status vanish.

That is not an Al productivity problem.

It is an evidential discontinuity.

09

The custody record must not overclaim

A stronger custody record does not prove everything.

It may show that a file existed at a certain time. It may show who had access. It may show that a transfer occurred.
It may show that a version was approved. It may show that an output was reviewed. It may show that a record was
anchored, hashed, signed, or linked to a verification pathway.

It does not automatically prove that the content is true.
It does not automatically prove that no earlier version existed.
It does not automatically prove that no unauthorised access occurred outside the captured system.

It does not automatically prove legal admissibility, ownership, compliance, negligence, authorship, authority, or
liability.

That limitation is not a defect.
It is what makes the record usable.

Strong evidence defines its boundary. Weak evidence invites overreading.
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The business mistake is not only having poor records. It is asking narrow records to support broad claims.

10

Public proof does not require public exposure

Many business records are confidential.

They may include customer data, trade secrets, internal investigations, pricing, employee information, privileged
material, product designs, board discussions, security events, unpublished creative work, or sensitive public-sector
records.

That does not mean they cannot be evidenced.

A serious evidential model separates private substance from the public proof layer. The business content can
remain confidential while the proof layer preserves a bounded record of existence, timing, status, integrity, handling,
or verification pathway.

This is especially important for chain of custody. Businesses do not usually need to publish the record itself. They
need to be able to show, when required, that a record existed, that a particular version was preserved, that handling
events were captured, and that the verification boundary is clear.

The point is not to make private records public.

The point is to make the existence, timing, status, handling, and verification boundary of the record easier to check
when the private record later matters.

Without that distinction, organisations face a false choice between secrecy and evidence. That false choice
produces either overexposure or weak proof.

Neither is good enough.

11

A practical custody test for business records

Before relying on a business record, ask five questions.

What is the exact object?

What event does this record support?

Who handled, approved, transferred, accessed, edited, published, withdrew, or relied on it?
What changed, and what did not?

What can be verified later without overclaiming?

If those questions cannot be answered, the record may still be operationally useful. But it is evidentially
underdeveloped.
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The test is simple because the failure is simple. Organisations preserve content and forget context. They retain files
but lose handling. They store outputs but lose reliance. They collect logs but lose interpretation.

The answer is not to turn every business record into a forensic exhibit. That would be absurd. The answer is to
recognise which records may later matter and create proportionate evidence while the event is still clean.

12

Evidence is moving upstream

The strongest custody record is created before the challenge.

After a dispute begins, everything becomes harder. People forget. Systems rotate logs. Files are renamed.
Metadata changes. Employees leave. Permissions shift. Dashboards update. Cloud providers alter interfaces. Al
tools change models. Screenshots lose context. Exports become hard to repeat.

Reconstruction is weaker than preservation.

This is why evidence is moving upstream. Businesses need to evidence important records when they are created,
transferred, approved, reviewed, relied on, published, withdrawn, or altered — not months later when someone
asks for proof.

EviWrite's position is simple: important claims deserve structured records before they are challenged.

That does not require public exposure. It does not require overclaiming. It does not require pretending that a
custody record proves more than it does.

It requires a disciplined connection between object, event, handler, change history, reliance, and verification
boundary.

13

Custody is the missing layer in ordinary records

A screenshot is often an image of the record problem, not the solution to it.

Every business already has records.
The missing layer is often custody.

Not custody in the theatrical sense. Not evidence tape and sealed rooms. Custody in the practical business sense:
being able to explain the journey of a record well enough for the claim being made.

Who created it. Who held it. Who changed it. Who approved it. Who relied on it. Which version mattered. What can
be checked. What cannot be inferred.

That is the difference between a file that merely exists and a record that can carry weight.
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The future advantage will belong to organisations that can show not only what a record says, but how the record
remained worthy of reliance.

Do not merely keep the file.

Show the journey of the record.
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EXHIBIT A

The everyday business chain of custody

THE EVERYDAY BUSINESS CHAIN OF CUSTODY

he difference between having a file and being able to explain its jour
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HANDLED / TRANSFERRED / CHANGED / REVIEWED / o
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The record is produced,
verified, audited or
disclosed

A record, file, message,
output or decision
is created or received.

People access, view,
use or work with
the record.

The record moves
between people, teams,
systems or organisations

The record is edited,
updated, annotated,
oF & new version created.

CUSTODY GAP: FILE EXISTS, JOURNEY MISSING

When any step is not recorded, the evidential value t’)
becomes uncertain.

3] | &

Unknown creator Untracked ined transter

A person or team reviews,
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on the record.
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Mo varification or
weak proof boundary

P - 4 - {AT THIS DOES NOT PROVE
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Low risk / transient use
Minimal custody
creation + basic timestamp

Operational and business use
Full handling + version +
review + basic verification

High value / sensitive
Full audit trail + integrity
protection + formal review

Regulated / legal / high risk
Enhanced protection +
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+ long-term retention

Business chain of custody is the difference between having a file and being able to explain the file’s journey. The infographic includes the

EviWrite Evidential Mark in the bottom-right corner.

EXHIBIT A TRANSCRIPT

EVIWRITE EVIDENTIAL PUBLICATION
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The everyday business chain of custody

The infographic shows how a business record moves from creation to reliance, and where evidential value is lost
when custody is not recorded.

o Stage one: record created, received, uploaded, generated, approved, exported, or published.

o Stage two: record handled through access, transfer, editing, versioning, review, storage, sharing, or withdrawal.

o Stage three: record later relied on, challenged, audited, verified, disclosed, or questioned with a defined proof
boundary.

o The strongest custody posture connects the object, event, handler, change history, reliance decision, and

EVIWRITE EVIDENTIAL PUBLICATION

verification route.

The weakest posture keeps the file but loses the record of how the file travelled.

EviWrite Evidential Mark — a small visible circled e with the words 'EviWrite Evidential Mark' appears in the

bottom-right corner of the infographic.

EVIWRITE POSITION

Two controls the record must prove

CUSTODY GAP

The record is weaker when its journey
cannot be explained.

A file may exist, but if the organisation cannot
show how it was handled, transferred, accessed,
altered, or relied on, the evidential position is
already thinner than it looks.

Read how verification boundaries work
https://www.eviwrite.com/verification/

PROOF LIMITS

EW-INSIGHT-THE-CHAIN-OF-CUSTODY-PROBLEM-IN-EVERYDAY-BUSINESS

BUSINESS EVIDENCE

Everyday records become evidence when
pressure arrives.

Contracts, approvals, reports, screenshots, Al
outputs, customer records, and internal decisions
may all become evidential objects once a dispute,
audit, investigation, or procurement question
begins.

Read how EviWrite Evidencing works
https://www.eviwrite.com/evidencing/
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What this type of record can and cannot show

Can support

o That a defined business record, version, or
event was recorded at a particular time.

« That identified custody, access, transfer,
handling, review, approval, publication,
withdrawal, or reliance details were
associated with the record where captured.

e That a bounded verification pathway exists for
the recorded object or event.

e That the record’s evidential scope has been
defined rather than implied.

Does not prove

That the business content is true merely
because a custody record exists.

That no earlier, alternative, altered, deleted, or
superseded version exists unless the record
specifically supports that claim.

That legal admissibility, ownership, liability,
authorship, authority, or compliance is
automatically established.

That every access, transfer, export, alteration,
or reliance event is known unless the system
and record scope support that conclusion.

A custody record is strongest when it identifies the object, event, handler, status, reliance, and verification boundary. It
should not be used to overclaim truth, legal effect, completeness, or absence of earlier versions.

TOOL 1

EVIWRITE FRAMEWORK

The everyday business custody record

A stronger business evidence record connects the object, the event, the handler, the change history, the

reliance decision, and the verification boundary.

STEP EVIDENCE FUNCTION RECORD REQUIREMENT

01 Object Identify the record, file, output, message, approval, version, screenshot, dataset, or

document being evidenced.

02 Event Define the relevant business event: creation, upload, transfer, approval, access, edit,
publication, reliance, or withdrawal.

03 Handler Record who created, held, accessed, transferred, reviewed, approved, modified,
exported, or relied on the object.

04 Change history Preserve relevant version, metadata, hash, log, timestamp, signature, workflow,
source-system, or approval evidence where proportionate.

05 Reliance Record when the business relied on the object, which version was relied on, and what
claim or decision the record supported.

06 Verification boundary State what the record can later show, what remains private, what is merely supported,
and what the custody record does not prove.
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TOOL 2

PRACTICAL CHECKLIST

Before a business record becomes disputed

The useful custody record is not just proof that a file exists. It is the record of what happened to it, who

handled it, which version mattered, and why the business relied on it.

NO.

01

02

03

04

05

06

07

08

09

EVIDENCE ITEM

Exact object.

Relevant event.

Stable identifiers.

Handler record.

Version and change

history.

Reliance context.

Private substance

boundary.

System context.

Proof boundary.

WHAT TO PRESERVE

Identify the specific record, file, message,
approval, output, screenshot, dataset,
attachment, report, contract, or version that may
later matter.

Record the creation, receipt, upload, transfer,
approval, access, alteration, publication,
withdrawal, export, disclosure, or reliance event
connected to the record.

Preserve file names, version IDs, hashes,
timestamps, signatures, workflow IDs, export
references, system references, message IDs, or
storage paths where available.

Record who created, received, reviewed,
approved, exported, transferred, modified,
published, withdrew, accessed, or relied on the
record.

Preserve the version used, relevant metadata,
edit history, workflow status, prior version, later
replacement, and what changed or did not
change.

Record when the business relied on the record,
which decision or claim it supported, who relied

on it, and what context was available at the time.

Separate the confidential business content from
the proof layer used to evidence existence,
timing, status, handling, version, or reliance.

Preserve enough source-system, workflow, log,

retention, permission, export, and account context

to interpret the record later.

Define what the custody record proves, what it
only supports, what remains unknown, and what
should not be inferred from storage, access,
timestamp, or approval alone.

WHY IT MATTERS

Prevents the organisation from
arguing about a vague document
family instead of the actual
evidence object.

Connects the file to the business
moment it is supposed to prove.

Makes the record easier to
distinguish from later copies, edits,
regenerated exports, or lookalike
versions.

Shows who touched the record
and why their handling matters.

Stops a retained file being
mistaken for the file that was
actually approved, sent, seen, or
relied on.

Turns the record from stored
content into evidence of business
action.

Allows verification without
unnecessary exposure of sensitive
contracts, HR records, customer
data, security details, or
commercial material.

Prevents logs, screenshots, and
exports from becoming
timestamped fragments with no
business meaning.

Prevents narrow custody evidence
being overclaimed as truth,
authority, ownership, compliance,
or completeness.

Golden rule: Storage is not custody. A record becomes stronger when its journey can be explained.
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TOOL 3

WEAK CUSTODY VERSUS STRONGER EVIDENCE

Where everyday business records lose value

The difference between weak and stronger custody is usually not the existence of the file. It is whether the

file’s handling can be explained.

WEAK RECORD

Saved business file

Email attachment

System audit log

Screenshot of approval

Al-generated business
text

MAY SHOW

A document exists in a
folder or platform

A file was sent or received

Access or activity events
within a system

Avisible interface state

A final answer, draft, or
inserted passage

MAY NOT SHOW

Who created it, which
version was relied on,
whether it changed, or
why it mattered

Whether the attachment
was final, altered,
approved, superseded, or
later replaced

Business meaning,
completeness, integrity,
surrounding context, or
external verification

Underlying record
authenticity, full workflow,
account context, hidden
fields, or later changes

Source basis, prompt
context, review status,
accepted edits, or
downstream reliance

COMMON FAILURE PATTERNS OBSERVED IN WEAK EVIDENCE RECORDS

COMMON MISTAKES

STRONGER APPROACH

Record version, handler, event, timestamp,
status, reliance, and verification boundary

Evidence the attachment, message context,
sender, recipient, version, approval status,
and reliance status

Preserve logs with context, retention
controls, integrity protection, source-system
details, and interpretation boundaries

Create a structured record of approval
event, object, user, time, source system,
status, and proof limits

Preserve source basis, Al interaction
context, reviewer action, final version,
reliance event, and proof boundary

How organisations weaken their own records

Most custody failures are ordinary. They happen through convenience, uncontrolled transfer, missing
context, and false confidence in storage systems.

01 Assuming a file in cloud storage has a complete evidential history.

02  Treating email forwarding as a reliable custody record without preserving the attached object and version

context.

03 Relying on screenshots where a structured record of the underlying event should exist.
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EVIWRITE EVIDENTIAL PUBLICATION

04 Keeping logs without preserving enough context to interpret them later.

05  Allowing important records to move through personal devices, informal channels, messaging apps,

uncontrolled exports, or local edits.

06 Regenerating reports after data has changed and treating the new output as if it explains the earlier state.

07  Overclaiming what a timestamp, access log, screenshot, or document-management entry proves.

WHAT THIS MEANS FOR

Audience implications

Businesses

Businesses need custody records that explain how
contracts, approvals, reports, customer files, exports, Al
outputs, audit logs, and operational records were created,
handled, changed, approved, withdrawn, and relied on.

Providers

Business systems should preserve exportable custody,
integrity, version, access, transfer, and reliance records,
not only operational activity logs.

Public institutions

Public institutions need records whose handling, access,
alteration, approval, publication, withdrawal, and status
can be explained without asking the public to trust a
private dashboard.

RELATED EVIWRITE DOCTRINE

EW-INSIGHT-THE-CHAIN-OF-CUSTODY-PROBLEM-IN-EVERYDAY-BUSINESS

Legal and compliance

Legal teams need custody records that distinguish
existence, authenticity, integrity, handling, reliance,
evidential scope, and unresolved questions before
documents are overread.

Al teams

Al teams need custody records showing prompts, source
basis, model or tool context, review, version status,
accepted edits, and downstream reliance before Al-
assisted output becomes business evidence.

Education and research

Schools, universities, and researchers should preserve
custody records for drafts, submissions, datasets,
research notes, assessment materials, approvals, and
version history so handling and reliance can be explained
later.
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Further evidential guidance

Evidencing
Create structured records before a document, file, approval, output, or decision is challenged.

https://www.eviwrite.com/evidencing/

Verification
Understand how bounded verification allows a record to be checked without exposing confidential substance.

https://www.eviwrite.com/verification/

Why Upload Dates Are Not Proof
See why a platform timestamp is narrower than a complete evidential record.

https://www.eviwrite.com/insights/why-upload-dates-are-not-proof/

The Al Provenance Crisis
Understand why Al-assisted outputs need records behind source, prompt, review, and reliance.

https://www.eviwrite.com/insights/the-ai-provenance-crisis/
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APPENDIX — EVIWRITE EVIDENCE NOTE

Evidence record for this article

Sources, boundaries, citation details, review history, and machine-readable notes showing how this
article should be interpreted.

ARTICLE The Chain of Custody Problem in Everyday Business

REFERENCE EW-INSIGHT-THE-CHAIN-OF-CUSTODY-PROBLEM-IN-EVERYDAY-BUSINESS
CANONICAL PATH /insights/the-chain-of-custody-problem-in-everyday-business/

STATUS published

REVIEWED 2026-05-25

Al — SOURCE GROUPS

Sources behind the argument

Digital evidence and custody principles

S01 — ISOIIEC 27037:2012 — Guidelines for identification, collection, acquisition and preservation of
digital evidence

Publisher: International Organization for Standardization
https://www.iso.org/standard/44381.html

Used to ground the article’s distinction between handling a digital object and preserving its evidential value through
identification, collection, acquisition, and preservation.

S02 — Good Practice Guide for Digital Evidence
Publisher: Association of Chief Police Officers / UK digital evidence practice
https://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence v5.pdf

Used to inform the article’s emphasis on avoiding unnecessary change, documenting process, and preserving an audit trail
capable of independent examination.
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S03 — Rule 901: Authenticating or Identifying Evidence

Publisher: Legal Information Institute, Cornell Law School
https://www.law.cornell.edu/rules/fre/rule_901

Used to support the general evidential point that records need authentication or identification before their meaning can be
safely relied on.

S04 — Rule 902: Evidence That Is Self-Authenticating
Publisher: Legal Information Institute, Cornell Law School

https://www.law.cornell.edu/rules/fre/rule_902

Used to support the article’s discussion of self-authenticating records and the distinction between record existence, process,
certification, and evidential acceptance.

S05 — Amendments to the Federal Rules of Practice and Procedure: Evidence 2017 — Self-
Authenticating Electronic Evidence

Publisher: Federal Judicial Center
https://www.fjc.gov/content/325216/amendments-federal-rules-practice-and-procedure-evidence-2017-self-authenticating

Used to inform the discussion of electronic evidence, certification, and the importance of process around digital records.

Records, logs, and integrity

S06 — ISO 15489 — Information and documentation: Records management

Publisher: Digital Curation Centre
https://www.dcc.ac.uk/guidance/briefing-papers/standards-watch-papers/iso-15489

Used to support the article’s treatment of authoritative records as requiring reliability, authenticity, integrity, and usability.

S07 — SP 800-92: Guide to Computer Security Log Management
Publisher: National Institute of Standards and Technology

https://csrc.nist.gov/pubs/sp/800/92/final

Used to support the distinction between having logs and having managed, protected, interpretable records of system
events.

S08 — SP 800-92 Rev. 1 Initial Public Draft: Cybersecurity Log Management Planning Guide

Publisher: National Institute of Standards and Technology
https://csrc.nist.gov/pubs/sp/800/92/rl/ipd

Used to inform the article’s treatment of modern logs across cloud, services, networks, physical and virtual platforms, and
organisational assets.
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S09 — Security and Privacy Controls for Information Systems and Organizations, SP 800-53 Rev. 5

Publisher: National Institute of Standards and Technology
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Used to support the article’s broader control themes around audit events, accountability, system monitoring, access, and
integrity.

A2 — SOURCE MAPPING

Where the sources apply

The record is weaker when its journey cannot be explained

e |ISO/IEC 27037:2012 — Guidelines for identification, collection, acquisition and preservation of digital
evidence

e Good Practice Guide for Digital Evidence

Storage is not custody

e |SO 15489 — Information and documentation: Records management

e SP 800-92: Guide to Computer Security Log Management

The file is not the whole story

e Rule 901: Authenticating or Identifying Evidence

¢ Rule 902: Evidence That Is Self-Authenticating

Chain of custody is a business issue

e SP 800-92 Rev. 1 Initial Public Draft: Cybersecurity Log Management Planning Guide

e Security and Privacy Controls for Information Systems and Organizations, SP 800-53 Rev. 5
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What weak records may show, and what they may not show

e |SO 15489 — Information and documentation: Records management

e SP 800-92: Guide to Computer Security Log Management

Logs are useful, but logs are not magic

e SP 800-92: Guide to Computer Security Log Management

e SP 800-92 Rev. 1 Initial Public Draft: Cybersecurity Log Management Planning Guide

Screenshots are where custody often collapses

e Rule 901: Authenticating or Identifying Evidence

e SP 800-92: Guide to Computer Security Log Management

Al makes the custody problem sharper

e SP 800-92 Rev. 1 Initial Public Draft: Cybersecurity Log Management Planning Guide

e Security and Privacy Controls for Information Systems and Organizations, SP 800-53 Rev. 5

The custody record must not overclaim

¢ Rule 901: Authenticating or Identifying Evidence

¢ Rule 902: Evidence That Is Self-Authenticating

Public proof does not require public exposure

e |SO 15489 — Information and documentation: Records management

e Security and Privacy Controls for Information Systems and Organizations, SP 800-53 Rev. 5
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A practical custody test for business records

e ISO/IEC 27037:2012 — Guidelines for identification, collection, acquisition and preservation of digital
evidence

e |SO 15489 — Information and documentation: Records management

Evidence is moving upstream

e ISO/IEC 27037:2012 — Guidelines for identification, collection, acquisition and preservation of digital
evidence

e SO 15489 — Information and documentation: Records management

Custody is the missing layer in ordinary records

e |SO 15489 — Information and documentation: Records management

e Rule 901: Authenticating or Identifying Evidence

A3 — SOURCE INDEX

Full source index

S01 — ISOIIEC 27037:2012 — Guidelines for identification, collection, acquisition and preservation of
digital evidence

Publisher: International Organization for Standardization
https://www.iso.org/standard/44381.html

Used to ground the article’s distinction between handling a digital object and preserving its evidential value through
identification, collection, acquisition, and preservation.

S02 — Good Practice Guide for Digital Evidence

Publisher: Association of Chief Police Officers / UK digital evidence practice
https://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf

Used to inform the article’s emphasis on avoiding unnecessary change, documenting process, and preserving an audit trail
capable of independent examination.
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S03 — Rule 901: Authenticating or Identifying Evidence

Publisher: Legal Information Institute, Cornell Law School
https://www.law.cornell.edu/rules/fre/rule_901

Used to support the general evidential point that records need authentication or identification before their meaning can be
safely relied on.

S04 — Rule 902: Evidence That Is Self-Authenticating
Publisher: Legal Information Institute, Cornell Law School

https://www.law.cornell.edu/rules/fre/rule_902

Used to support the article’s discussion of self-authenticating records and the distinction between record existence, process,
certification, and evidential acceptance.

S05 — Amendments to the Federal Rules of Practice and Procedure: Evidence 2017 — Self-
Authenticating Electronic Evidence

Publisher: Federal Judicial Center
https://www.fjc.gov/content/325216/amendments-federal-rules-practice-and-procedure-evidence-2017-self-authenticating

Used to inform the discussion of electronic evidence, certification, and the importance of process around digital records.

S06 — ISO 15489 — Information and documentation: Records management

Publisher: Digital Curation Centre
https://www.dcc.ac.uk/guidance/briefing-papers/standards-watch-papers/iso-15489

Used to support the article’s treatment of authoritative records as requiring reliability, authenticity, integrity, and usability.

S07 — SP 800-92: Guide to Computer Security Log Management

Publisher: National Institute of Standards and Technology
https://csrc.nist.gov/pubs/sp/800/92/final

Used to support the distinction between having logs and having managed, protected, interpretable records of system
events.

S08 — SP 800-92 Rev. 1 Initial Public Draft: Cybersecurity Log Management Planning Guide

Publisher: National Institute of Standards and Technology
https://csrc.nist.gov/pubs/sp/800/92/rl/ipd

Used to inform the article’s treatment of modern logs across cloud, services, networks, physical and virtual platforms, and
organisational assets.
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S09 — Security and Privacy Controls for Information Systems and Organizations, SP 800-53 Rev. 5

Publisher: National Institute of Standards and Technology
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Used to support the article’s broader control themes around audit events, accountability, system monitoring, access, and
integrity.

A4 — DOCUMENT CONTROL

Citation and publication history

Suggested citation

EviWrite, "The Chain of Custody Problem in Everyday Business," EviWrite Insights, 2026.

https://eviwrite.com/insights/the-chain-of-custody-problem-in-everyday-business/

Version history

® 1.0 - 2026-01-01
Initial publication.

® 1.1 - 2026-05-20
Updated source mappings to match article headings, sharpened storage-versus-custody framing, added reliance and Al
custody language, and clarified proof boundaries.

® 1.2 - 2026-05-25
Reworked article structure, added article record, completed reviewer fields, expanded source mappings, added Rule
902, clarified infographic evidential mark, refined audience-specific implications, and tightened the custody-versus-
storage framing.

A5 — MACHINE-READABLE INTERPRETATION NOTE

Al summary limits

Chain of custody is not only a criminal evidence concept. Everyday business records lose evidential value when
organisations cannot explain handling, transfer, access, alteration, version status, approval, publication,
withdrawal, or reliance. The article argues for structured custody records that connect the object, event, handler,
change history, reliance decision, and verification boundary.

Interpretation limits

¢ The article does not claim that a custody record proves the truth of the business content.

¢ The article does not provide jurisdiction-specific legal advice.
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* The article does not claim that all business systems automatically preserve complete custody evidence.
e The article does not treat storage, screenshots, timestamps, audit logs, or workflow records as complete
proof systems without context and boundaries.

Related pages

Evidencing

Create structured records before business evidence is challenged.

https://www.eviwrite.com/evidencing/

Verification

Check bounded claims without exposing confidential business material.

https://www.eviwrite.com/verification/

A6 — GLOSSARY

Defined terms

Chain of custody

The record of how an evidential object was created, handled, accessed, transferred, altered, stored, reviewed, approved,
published, withdrawn, or relied on.

Business record

A document, file, message, log, approval, output, dataset, decision record, or other object used to support business activity.

Audit trail

A record of system or process events that may help explain who did what, when, and within which environment.

Integrity

The condition of a record remaining complete and unaltered within the boundaries claimed for it.
Reliance
The point at which a person, system, organisation, board, customer, regulator, counterparty, or process uses a record to

support a decision, claim, approval, action, or communication.

Verification boundary

The defined limit of what a record allows others to check without implying more than the evidence supports.

A7 — QUESTIONS
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Common questions

Is chain of custody only relevant to criminal evidence?

No. Criminal evidence is the most familiar context, but the underlying issue is broader. Any business record may need

custody evidence if its handling, transfer, access, alteration, approval, or reliance later matters.

Does cloud storage create a chain of custody?

Not by itself. Cloud storage may preserve useful metadata and logs, but custody requires a record that connects the object,
event, handler, version, status, reliance, and proof boundary.

Is an audit log enough to prove custody?

An audit log can help, but it needs context, protection, retention, interpretation, and linkage to the business record. A log
entry alone may not explain the business meaning of the event.

Can a business custody record remain confidential?

Yes. The private substance can remain protected while a bounded proof layer records existence, timing, status, handling,
and verification information.

What is the most common custody failure in business?

The most common failure is treating storage as evidence. A file may be retained, but its handling, version history, review
status, and reliance pathway may still be unclear.

Does a custody record prove the content is true?

No. A custody record can support existence, timing, handling, version, status, or reliance. It does not automatically prove the
truth, legal effect, ownership, authorship, or completeness of the business content.
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